POCCHUMCKAS ®EJIEPALS
MYHUIUIIAJIBHOE OBPA3OBAHUE ITPUO3EPCKUI MYHULIMIIAJIBHBINA PAIOH
JIEHUHI PAJICKOU OBJIACTU
MYHUIUIIAJIBHOE OBILEOBPA3OBATEJIbHOE YUPEXJIEHUE
«COCHOBCKMI LHEHTP OBPA30OBAHUI»
[IPUKA3

Ot 21.07.2021 1. rmoc. CoCHOBO Ne 336

06 YTBEPKACHUU WucTpykuun 1o
OpraHu3aluu aHTUBUPYCHOM 3alIUTHI
KOMITBIOTEPHOU TEXHUKH B MOY
«CocuHoBckuii LIO»

B cootBerctBun ¢ denepanbHbiM 3akoHOM OT 29.12.2010 r. Ne 436-D3 «O 3ammre aereid or
uHbOpMAIH, TIPUUHMHSIONICH Bpell MX 3I0POBBIO M PA3BUTHIO» B pefakiiy DeaepaibHOro 3aKoHa OT
28.07.2012 1. Ne 139-®3 «O BHeceHMM W3MEHEHH B (enepaibHblil 3akoH «O 3amuTe JeTed oT
WH(POPMALIIY, PUIMHSIONICH BPEl UX 37OPOBBIO M PA3BUTHIOM U OTICIbHBIC 3aKOHOIATEIIBHBIC aKThI
Poccwiickoit @eneparmy, DenepanbabiM 3akoHOM 0T 24.07.1998 1. Ne 124-®3 «O0 OCHOBHBIX
rapaHTusiX paB pedeHka B Poccuiickoii deneparwiny, Denepanbabiv 3akoHoM OT 27.07.2006 1. No 149-
@3 «O6 unrbopMmarmy, MHPOPMAIMOHHBIX TEXHOJOTHAX M O 3ammre uHpopmarmm», [IpaBriamu
TIOJIKITFOYCHUST  00IIe00pa30BaTeIIbHBIX YUPSKICHU K EIMHOW CHUCTEME KOHTEHT-(WIbTPAIUN
noctyna kK ceru MurtepHer MunucrepctBa oOpasoBanusi W Hayku Poccuiickori ®deneparmu ot
11.05.2011r., Ilpukazom MunoOpuayku P® ot 02 cenrsbps 2013 r. Ne 2553 «O mepax mo
UCKITIOYEHHIO JIOCTyNa K MHTEpPHET-pecypcaM, HE COBMECTHMBIM C 3afauaMyd OOpa3oBaHUs U
BOCIIUTAHUS 00YJAIOIIUXCSI»,

ITPUKA3BIBAIO:

1. YTBepanuth npunaraemyro MHCTpYKIHIO [0 OpraHU3aliil aHTUBUPYCHOW 3aIUThI
KOMIIBIOTEPHON TEXHUKH B MyHUIIMIIAIILHOM 00111€00pa30BaTeIbHOM yupekaeHUH «COCHOBCKUMN
HEHTp 00pa3oBaHUM».

2. Ha3HauuTh OTBETCTBEHHBIM JIMLIOM 32 OpPraHM3AIMI0 AHTUBHUPYCHOM 3aIIMTHI
komnbrotepHoi TexHUkH [lemno Tareany Cepreesny, 3amecturens nupekropa no AXY.

3. KoHTposb 3a BcioTHEHHEeM HaCTOSIIIETO TTPUKa3a OCTaBIISIO 32 COOOM.

Jupexrop: .M. Kupunnosa

by —
//‘)/‘ /0,



Y1BepxkaeHa
[Tpuka3 Ne 336 ot 21.07.2021 r.

HNHCTPYKIUA
10 OPraHM3aAlNH AHTUBUPYCHOM 32U THI KOMIILIOTEPHOH TEXHUKH
B MYHMIUNIAJLHOM 00111€00pa30BaTeIbHOM YUpPeKIeHU U
«CoCHOBCKMIi IEHTP 00pa30BaAHUD)
IIpro3epckoro MyHUIIMNIAJBLHOTO paiiona JlenmHrpaackoii od61acTu

1.001mme noj1okeHus

1.1 B MmyHunumnagsHOM 0011e00pazoBaTeIbHOM yupexaeHHH «COCHOBCKUN IIEHTP 00pa30BaHUs»
(manee — MOY «Cocuockuii [{O») nprka3om AupeKkTopa Ha3HAYAeTCs JIHMI0, OTBETCTBEHHOE 3a
AHTUBUPYCHYIO 3QIIUTY.

1.2 B MOY «Cocnockuii L{O» MOXKET UCIOJIb30BaThCS TOJIBKO JIMLIEH3UOHHOE AHTUBUPYCHOE
IPOrpaMMHOE 0OecTieyeHue.

1.3 OO0s3areabHOMY aHTUBHPYCHOMY KOHTPOJIO TOJUICKHUT Jto0as mHpopMaius (TEKCTOBbIE
aiinel 1F00BIX opMaToB, (haiiinbl TaHHBIX, UCTIONHAEMBIE (aiiiibl), MorydaeMas U epegaBaeMast
0 TEJIEKOMMYHHUKAIIMOHHBIM KaHallaM, a Takke HHpopMaIus Ha CbeMHbIX HocuTesix. KonTpomb
ucxonsAuie nHpopMau HeoOXOAMMO TPOBOJUTH HEMOCPEICTBEHHO TIepe/l apXUBUPOBAHUEM U
OTMPaBKOH (3aIMCHIO HA ChEMHBIM HOCUTEI).

1.4 daiinel, MoMeIIaeMbie B 3JISKTPOHHBIN apXHB, TOJDKHBI B 0053aTEIHHOM MOPSIKE MPOXOTUTH
AHTUBUPYCHBIA KOHTPOJIb.

2. TpeGoBanusi K NPOBEACHUIO MEPONIPUATHI 110 AHTUBHPYCHOI 3a1UTe

2.1 B mnHauane paboThl Npu 3arpy3ke KOMIbIOTEpa B aBTOMATHUYECKOM PpEXHUME JIOJIKHO
BBITNOJIHATHCS OOHOBJIEHUE aHTUBUPYCHBIX 0a3 U CEpBEPOB.

2.2 Ilepuognydeckue NMPOBEPKHU NIEKTPOHHBIX apXMBOB JOJDKHBI ITPOBOAMTHCS HE PEXKE OIHOTO
pasa B HEZIEIO.

2.3 BHeouepenHON aHTUBUPYCHBI KOHTPOJb BCEX JUCKOB U (hailllIoB MEpCOHAIBHOIO
KOMIIBIOTEpA JIOJIKEH BBITIOJIHATBLCH:

2.4 HenocpeCTBEHHO MOCIIEe YCTAaHOBKH (M3MEHEHHUsI) POrPaMMHOI0 00ecTIeYeHUsI KOMITBIOTEpa
JIOJIKHA OBITH BBITIOJIHEHA aHTUBUPYCHAsSI IPOBEPKA HA CEPBEPAx M MEPCOHAIBHBIX KOMIIbIOTEpaX
MOV «CocuoBckuii L1O».

2.5 Ilpu BO3HMKHOBEHMH I10/I03PEHUS HAa HATMYME KOMITBIOTEPHOTO BHpyca (HEeTUIIMYHas paboTa
porpaMM, MOsIBJI€HHE TpapUUeCKUX U 3BYKOBBIX 3(PPEKTOB, MCKaKEHUH TaHHBIX, MpONagaHue
¢aiinoB, yacToe MosBICHHE COOOIIEHUH O CHCTEMHBIX OIIMOKAaX U T.I1.).

2.6 Ilpu ornpaBke M TOJIYYEHUH JJIEKTPOHHOW TIOYTHI TOJH30BATENb O0s3aH MPOBEPUTH
AIIEKTPOHHBIE MIIChbMa Ha HAJIMYUE BUPYCOB.

2.7 B cnyyae oOHapyXeHHMs TpU TPOBEJICHUU AHTUBUPYCHOM TNPOBEPKU 3apa)kKEHHBIX
KOMIIBIOTEPHBIMU BUpYCaMU (aillIoB WM JIEKTPOHHBIX NMHCEM MOJIb30BaTeJH 00A3aHbI:

- [IpuoctanoBuTh padoTy.

- HemenneHnHo mocTaBUTh B U3BECTHOCTH O (pakTe OOHApYKEHUS 3apaK€HHBIX BUPYcOM (haiioB
OTBETCTBEHHOTO 3a obOecrnieuenre nHpopMaimonHoit 6e3onacaoctu B MOY «CocHoBckuit LIO».
- COBMECTHO C BIAJENbIIEM 3apaKCHHBIX BUPYCOM (DailIoB MPOBECTH aHAIU3 HEOOXOIMMOCTH
JAJIBHENIIET0 UX UCIIOIb30BaHUS.

- [IpoBecTu neueHue Wi yHUYTOKEHHE 3apaKEeHHBIX (ailsioB.

3. OTBeTCTBEHHOCTh
3.1 OTBETCTBEHHOCTb 3a OPraHU3ALMI0 AHTUBUPYCHOM 3aIUThI BO3J1araeTcst Ha qupekropa MOY
«CocuHoBckuit [L1O».



3.2 OTBETCTBEHHOCTbH 33 MPOBEJICHNE MEPONPUITUI aHTUBUPYCHOTO KOHTPOJISL B OpraHu3aluu u
coOnrofenre TpeboBaHUN HacTtosimied WHCTpyKUMM BoO3jaraercs Ha OTBETCTBEHHOTO 3a
o0ecrieueHre aHTUBUPYCHOM 3alllUTHI.

3.3 Ilepuoauyeckuii KOHTPOJIb 32 COCTOSIHMEM aHTUBUPYCHOU 3amuThl B MOY «CoCHOBCKUIA
[IO» ocyiecTBIsIETCA PYKOBOAUTEIEM.

ITamMsTKa N0 MCNOJIL30BaHNIO pecypcoB ceTu UHTepHeT

1. ITonb3oBarens 00s13aH BBITOJIHATH BCEe TPEOOBAHUS aJMUHUCTPATOPA JOKAJIbHON CETH.

2. 3a oqHUM paboYUM MECTOM JOJDKHO HAXOAUTHCS HE 00Jiee OAHOTO MOJIb30BaTeNsl.

3. Ilonb30Barento pa3peraercs NepenuchiBaTh NOIYYCHHYIO HH()OPMALIMIO HA JTUYHbBIE TUCKETHI.
JIMCKeThI peIBapUTEIIbHO MTPOBEPSIIOTCSA HA HAJTMYHE BUPYCOB.

4 Pa3periaetcs UCIOIB30BaTh 000PYI0BaHHUE KJIACCOB TOJIBKO I paObOThl ¢ UHPOPMALIMOHHBIMU
pecypcamu U 3JIEKTPOHHOM MOYTOH U TOJIBKO B 00pa30BaTEIbHBIX HESAX WIN JUIS OCYIIECTBICHHS
HAY4YHbIX M3BICKAHUH, BBINOJHEHUS IMpoekToB. Jloboe wucmnonb3oBaHue 00OpYyIOBaHUSA B
KOMMEPYECKHX LEJSIX 3alpeIIeHo.

5. 3anmpemeHa meperaya BHEIIHUM I10JIb30BaTeNsiM  HMH(OpManuM, MPeCTaBISAIOIYIO
KOMMEPUYECKYI0 WJIM TOCYIapCTBEHHYIO TaliHy, paclpoCTpaHATh HH(OPMAIHIO, TTOPOYAIIYIO
4ecTh W JOCTOMHCTBO rpaxaaH. IIpaBoBele OTHOIIEHUs peryaupytorca 3akoHoM «O0
uHpopMmanuy, uHPOpMATH3AIMK M 3amuTe uHpopManum». 3akoHOM «O TOCyTapCTBEHHOMN
TaitHe», 3akoHOM «O0 aBTOPCKOM IIpaBe U CMEXHBIX NpaBax», cTaTbsiMu KoHcTUTyLIMN 00 OXpaHe
JUYHOW TalHe, CTaThs MU ['pakIaHCKOro KOJEKCa M CTaThbIMM YTOJOBHOIO KOJAEKCa O
HPECTYIUIEHUSX B cepe KOMIIbIOTEPHOH HH(pOpMaLIUH.

6. 3ampemaercs padotaTh ¢ 00beMHBIMU pecypcamu (video, audio, chat, urper) 6e3 coriiacoBaHus
C aIMUHHUCTPATOPOM.

7. 3anperiaercsi TOCTYI K caliTaM, COAep KalliuM WH()OPMAIMIO COMHUTEIBHOTO COJEPKAHUS U
IPOTHBOPEYALYIO OOLIETIPUHSATOMN STHKE.

8. ITomp30BaTeNio 3ampenieHo BHOCUTH KaKHe-THOO M3MEHEHHUS U MPOTrpaMMHOE OOecIieueHue,
YCTAHOBJICHHOE KaK Ha paOouell CTaHIMHU, TaK U Ha CepBEpax, a TakkKe MPOU3BOAUTH 3alHCh Ha
KECTKHU JUCK pabodell CTaHIWU. 3ampemniaeTcs meperpyxartb KOMIBIOTEp 0€3 COrIacoBaHUs C
aJIMUHUCTPATOPOM JIOKAJIbHOU CETH.

9. [Tonw3oBarens 00s13aH COXPaHATh 00OPYIOBAHUE B IIEIOCTH U COXPAHHOCTH.

[Tpu nHanecenuu noOoro ymepba (Imopya MMYIIECTBA, BBIBOJ 0OOOpYAOBaHHUS U3 pabovero
COCTOSIHUS1) TIOJTb30BATENh HECET MaTEPUANBHYIO OTBETCTBEHHOCTb. B ciydae HapyIeHus mpaBul
paboThl MOJIb30BATENb JHUINAETCS JOCTYNa B CETh. 3a aJMHHHUCTPATUBHOE HapylLIeHHE, He
BJIEKyIIIee 3a co0O0i MOpYy MMYIIECTBA, BHIBOJ O0OpYyIOBaHUS M3 pabOUYero COCTOSHUS U HE
OpOTHBOpEYAIlMe  MPHUHATBIM  MpaBWiIaM  paboOThl  MOJNB30BaTENIb  MOJy4aeT  IepBOe
npenynpexaeHue. [Ipy mMOBTOPHOM aIMHHUCTPATHBHOM HAPYIICHWW TOJIH30BATENb JIMINACTCS
noctyna B MHTepHeT 0e3 mpaBa BoccTaHOBIEHHS. [Ipy BOZHMKHOBEHUH TEXHUYECKHX MpoOIeM
M0JTb30BaTENh 00S3aH MOCTABUTh B U3BECTHOCTH aJIMHHHUCTPATOPA JIOKAJTLHOM CETH.



